ATTACHMENT A

PRE-PROPOSAL CONFERENCE RESPONSE FORM

Project No. SBE-2010-02
STATE OF MARYLAND

A Pre-Proposal Conference shall be held at 9:30 a.m. on Monday, August 17, 2009, at the State Board of
Elections, 151 West Street, Suite 200, Annapolis, MD 21401. Please return this form by advising whether
or not you plan to attend.

In order to assure adequate seating and other accommodations at the Conference, it is requested
that by 2:00 PM, [insert date], all prospective Offerors planning to attend shall return the Pre-
Proposal Conference Response Form by fax, email, mail or call the Procurement Officer at (410)
269-2863 with such notice. In addition, if there is a need for sign language interpretation and/or
other special accommodations due to a disability, it is requested that at least five days advance notice
be provided. The Department shall make reasonable efforts to provide such special
accommodation.

For directions to the meeting site, you may contact Donna Wiltshire at 410-269-2863 or visit the
SBE website (http://www.elections.state.md.us/about/directions.html).

Return by mail, fax or email this form to the Procurement Officer:
Donna Wiltshire, Director of Voting Systems & Procurement
Maryland State Board of Elections
151 West Street, Suite 200, Annapolis, MD 21401
Fax #: (410) 974-2019 dwiltshire@elections.state.md.us

Please indicate:
Yes, the following representatives by name and title shall be in attendance:

No, we shall not be in attendance.

Signature:

Printed Name and Title:

Representing (business name):

Telephone:

eMail:






































































































































































MBE Participation Schedule

ATTACHMENT B

Attachment B-2 Continued

List Information For Each Certified MBE Subcontractor On This Project

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

Minority Firm Name

MBE Certification Number

Work To Be Performed

Percentage of Total Contract

MBE PARTICIPATION FORMS



ATTACHMENT B-3

OUTREACH EFFORTS COMPLIANCE STATEMENT

In conjunction with the bid or offer submitted in response to Solicitation No. SBE-2010-02, | state the following:

1.

Bidder/ Offeror identified opportunities to subcontract in these specific work categories:

Attached to this form are copies of written solicitations (with bidding instructions) used to solicit certified MBES
for these subcontract opportunities.

Bidder/Offeror made the following attempts to contact personally the solicited MBEs:

Bidder/Offeror assisted MBEs to fulfill or to seek waiver of bonding requirements. (DESCRIBE EFFORTS)

This project does not involve bonding requirements.

Bidder/Offeror did/did not attend the pre-bid conference
No pre-bid conference was held.

By:
Bidder/Offeror Name
Name, Title
Address
City, State, ZIP Date
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ATTACHMENT B

ATTACHMENT B-4

Subcontractor Project Participation Statement

SUBMIT ONE FORM FOR EACH CERTIFIED MBE LISTED IN THE MBE PARTICIPATION SCHEDULE

Provided that is awarded the State contract in conjunction
Prime Contractor Name

with Solicitation No. SBE-2010-02, it and ,
Subcontractor Name

MDOT Certification No. , intend to enter into a contract by which Subcontractor

shall: (describe work)

No bonds are required of Subcontractor

The following amount and type of bonds are required of Subcontractor:

Prime Contractor Signature Subcontractor Signature
By: By:

Name, Title Name, Title
Date Date

MBE PARTICIPATION FORMS 8



ATTACHMENT C

STATE CONTRACT

THIS CONTRACT (the “Contract”) is made this day of , 200_ by

and between

and the STATE OF

MARYLAND, acting through the STATE BOARD OF ELECTIONS (the “SBE” or sometimes

the “Agency”).

IN CONSIDERATION of the premises and the covenants herein contained, the parties agree as

follows:

1. Definitions

In this Contract, the following words have the meanings indicated:

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

“Contract Manager” means the SBE representative and first point of contact for
contract procedures and any discrepancies. The Agency may change the Contract
Monitor at any time by written notice.

“Contractor” means whose principal business
address is and whose principal office in Maryland is

“Agency” means the Maryland State Board of Elections (SBE).

“Financial Proposal” means the Contractor’s Financial Proposal dated
“Procurement Officer” means the person with the responsibilities and authorities of
“procurement officer” under the Annotated Code of Maryland, and Title 21 of the
Code of Maryland Regulations (“COMAR?”) or their designee. The Agency may
change the Procurement Officer at any time by written notice.

“RFP”” means the Request for Proposals for Voter-Verifiable VVoting System for the
State of Maryland, Solicitation No. SBE-2010-02, dated , and any
amendments thereto issued in writing by the State.

“State” means the State of Maryland.

“Technical Proposal” means the Contractor’s Technical Proposal, dated

2. Statement of Work

2.1

State Contract

The Contractor shall provide equipment, hardware, software, implementation
support, and other services for the Statewide Optical Scan Voting System
(collectively, the “Equipment”). The equipment shall be provided in accordance
with this Contract and the following exhibits, which are attached and incorporated
herein by reference. If there is any conflict between this Contract and the Exhibits,
the terms of the Contract shall govern. If there is any conflict among the Exhibits,
the following order of precedence shall determine the prevailing provision, with
earlier listed Exhibits prevailing over later listed Exhibits:
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ATTACHMENT C

Exhibit A — Solicitation #SBE-2010-02 dated August 3, 2009

Exhibit B — Bid/Proposal Affidavit dated

Exhibit C — Contractor’s Technical Proposal (dated ) and Financial
Proposal (dated ).

a. The Contract Affidavit attached hereto as Exhibit D is incorporated by reference
herein.

b. The Procurement Officer may, at any time, by written order, make changes in
the work within the general scope of the Contract. No other order, statement or
conduct of the Procurement Officer or any other person shall be treated as a
change or entitle the Contractor to an equitable adjustment under this section.
Except as otherwise provided in this Contract, if any change under this section
causes an increase or decrease in the Contractor’s cost of, or the time required
for, the performance of any part of the work, whether or not changed by the
order, an equitable adjustment in the Contract price shall be made and the
Contract modified in writing accordingly. The Contractor must assert in writing
its right to an adjustment under this section within thirty (30) days of receipt of
written change order and shall include a written statement setting forth the
nature and cost of such claim. No claim by the Contractor shall be allowed if
asserted after final payment under this Contract. Failure to agree to an
adjustment under this section shall be a dispute under the Disputes clause.
Nothing in this section shall excuse the Contractor from proceeding with the
Contract as changed.

c. The Contract may be modified only after such approvals as are required under
Maryland law, and only by a writing executed by the authorized representatives
of the parties.

3. Time for Performance

Unless the Contract is terminated earlier as provided herein, the term of the Contract is the
period beginning on , and ending . The State, at its sole
option, shall have the unilateral right to extend the Contract for up to five additional
successive one-year terms. The Contractor shall provide Services under the Contract upon
receipt of a notice to proceed from the Procurement Officer.

4. Consideration and Payment

4.1

State Contract

In consideration of the satisfactory performance of the Services, the Department
shall pay the Contractor in accordance with the terms of this Contract and at the

rates specified in . Except with the express written
consent of the Procurement Officer, total payments to the Contractor pursuant to
this Contract may not exceed $ (the “NTE Amount”). Contractor

shall notify the Contract Monitor, in writing, at least 60 days before payments reach
the NTE Amount. After notification by the Contractor, if the Procurement Officer
fails to give written notice that the NTE Amount has been increased, the Contractor
shall have no obligation to perform under this Contract after payments reach the
NTE Amount. The cessation of the Contractor’s obligation to perform under this
paragraph 4.1 is expressly conditioned on the following:, that prior to the NTE
Amount being reached, the Contractor shall: (i) give the notice required under this
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4.2

4.5

ATTACHMENT C

paragraph 4.1; (ii) promptly consult with the Department and cooperate in good faith
with the Department to establish a plan of action to assure that every reasonable
effort has been undertaken by the Contractor to complete State-defined critical work
in progress prior to the date the NTE Amount will be reached; and (iii) secure data
bases, systems, platforms and/or applications on which the Contractor is working so
that no damage or vulnerabilities to any of the same will exist due to the existence of
any such unfinished work.

The Contractor shall submit invoices monthly for Services completed during the
previous calendar month. Each invoice must include the Contractor’s Federal Tax
Identification Number which is . Payments to the Contractor
pursuant to this Contract shall be made no later than 30 days after the State's receipt
of a proper invoice from the Contractor. Charges for late payment of invoices other
than as prescribed by Title 15, Subtitle 1, of the State Finance and Procurement
Article, Annotated Code of Maryland, as from time-to-time amended, are prohibited.
Invoices shall be submitted to the Contract Monitor.

In addition to any other available remedies, if, in the opinion of the Procurement
Officer, the Contractor fails to perform in a satisfactory and timely manner, the
Procurement Officer may refuse or limit approval of any invoice for payment, and
may cause payments to the Contractor to be reduced or withheld until such time as
the Contractor meets performance standards as established by the Procurement
Officer.

5. Rights to Records

5.1

5.2

5.3

State Contract

The Contractor agrees that all documents and materials including but not limited to,
software, reports, drawings, studies, specifications, estimates, tests, maps,
photographs, designs, graphics, mechanical, artwork, computations and data
prepared by the Contractor, solely for purposes of this Contract with the State of
Maryland shall be the sole property of the Department and shall be available to the
Department at any time. The Department shall have the right to use the same
without restriction and without compensation to the Contractor other than that
specifically provided by this Contract.

The Contractor agrees that at all times during the term of this Contract and
thereafter, works created as a deliverable under this Contract, and Services
performed under this Contract shall be “works made for hire” as that term is
interpreted under U.S. copyright law. To the extent that any products created as a
deliverable under this Contract are not works for hire for the Department, the
Contractor hereby relinquishes, transfers, and assigns to the State all of its rights,
title, and interest (including all intellectual property rights) to all such products
created under this Contract, and shall cooperate reasonably with the State in
effectuating and registering any necessary assignments.

The Contractor shall report to the Procurement Officer, promptly and in written

detail, each notice or claim of copyright infringement received by the Contractor
with respect to all data delivered under this Contract.
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ATTACHMENT C

5.4  The Contractor may not affix any restrictive markings upon any data and if such
markings are affixed, the Department shall have the right at any time to modify,
remove, obliterate, or ignore such warnings.

5.5  The State shall have the sole and exclusive right to use, duplicate, distribute, and
disclose any data, databases, derived data products, information, documents, records,
or results, in whole or in part, in any manner for any purpose whatsoever, that may
be created, collected, manipulated, generated, or purchased by the State from the
Contractor in connection with this Contract (collectively, the “Data”). The Data
shall be the sole property of the State.

6. Patents, Copyrights, Intellectual Property

6.1 If the Contractor furnishes any design, device, material, process, or other item, which
is covered by a patent or copyright or which is proprietary to or a trade secret of
another, the Contractor shall obtain the necessary permission or license to permit the
State to use such item or items.

6.2  The Contractor shall defend or settle, at its own expense, any claim or suit against
the State alleging that any such item furnished by the Contractor infringes any patent,
trademark, copyright, or trade secret. If a third party claims that a Product infringes
that party’s patent or copyright, the Contractor shall defend the Agency against that
claim at Contractor’s expense and shall pay all damages, costs and attorney fees that
a Court finally awards, provided the Agency (i) promptly notifies the Contractor in
writing of the claim; and (ii) allows Contractor to control and cooperates with
Contractor in, the defense and any related settlement negotiations. The obligations
of this paragraph are in addition to those stated in section 6.3 below.

6.3 If any products furnished by the Contractor become, or in the Contractor's opinion
are likely to become, the subject of a claim of infringement, the Contractor shall, at
its option and expense: a) procure for the State the right to continue using the
applicable item, b) replace the product with a non-infringing product substantially
complying with the item's specifications, or ¢) modify the item so that it becomes
non-infringing and performs in a substantially similar manner to the original item.

7. Confidentiality

Subject to the Maryland Public Information Act and any other applicable laws, all
confidential or proprietary information and documentation relating to either party (including
without limitation, any information or data stored within the Contractor’s computer systems)
shall be held in absolute confidence by the other party. Each party shall, however, be
permitted to disclose relevant confidential information to its officers, agents and employees
to the extent that such disclosure is necessary for the performance of their duties under or in
connection with this Contract, provided that the data may be collected, used, disclosed,
stored and disseminated only as provided by and consistent with the law. The provisions of
this section shall not apply to information that (a) is lawfully in the public domain; (b) has
been independently developed by the other party without violation of this Contract; (c) was
already in the possession of such party, (d) was supplied to such party by a third party
lawfully in possession thereof and legally permitted to further disclose the information or (e)
which such party is required to disclose by law.
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10.

ATTACHMENT C
Loss of Data

In the event of loss of any State data or records where such loss is due to the intentional act
or omission or negligence of the Contractor or any of its subcontractors or agents, the
Contractor shall be responsible for recreating such lost data, in the manner and on the
schedule set by the Procurement Officer. The Contractor shall ensure that all data is backed
up, and is recoverable by the Contractor.

Indemnification

9.1 The Contractor shall indemnify the State against liability for any suits, actions, or
claims of any character arising from or relating to the performance of the Contractor
or its subcontractors under this Contract.

9.2  The State of Maryland has no obligation to provide legal counsel or defense to the
Contractor or its subcontractors in the event that a suit, claim or action of any
character is brought by any person not party to this Contract against the Contractor
or its subcontractors as a result of or relating to the Contractor’s obligations under
this Contract.

9.3 The Contractor shall immediately notify the Contract Officer of any claim or suit
made or filed against the Contractor or its subcontractors regarding any matter
resulting from, or relating to, the Contractor’s obligations under the Contract, and
shall cooperate, assist and consult with the State in the defense or investigation of
any claim, suit, or action made or filed against the State as a result of, or relating to,
the Contractor’s performance under this Contract.

9.4  This Section 9 survives the termination of this Contract for any liability arising within
the period of the statute of limitations associated with such liability.

Indemnification for Contractor’s Failure to Perform in a Timely Manner.

In addition to any other indemnification clause in this Agreement, if, due to the Contractor’s
negligence or a failure to perform that is attributable to the Contractor’s action or inaction as
required under this Agreement, (i) the Contractor fails to provide any product or service by a
date specified herein, and (ii) such failure has or will result in a material detrimental impact
on the ability of the State or any County that has acquired the Contractor’s voting system or
any of its components to mange the voting process and other election-related activities in
the State of Maryland or any of its jurisdictions in a satisfactory manner or on a timely basis,
then at the discretion of the State or any affected jurisdiction, the State or any affected
jurisdictions, include the cost of conducting an election in order to correct the effects of the
Contractor’s negligence or failure to perform. The State or the affected jurisdiction(s) will
submit to the Contractor an itemized statement setting for the charges for said expenses.
Upon the Contractor’s request, the State or affected jurisdiction(s) will also provide the
Contractor with copies of invoices and other back-up information necessary to confirm the
itemized expenses. To the extent future payments are due to the Contractor from the State
or the affected jurisdiction(s), the State or the affected jurisdiction(s) may in their sole
discretion elect to receive payment from the Contractor in the form of a credit against such
payments. The State and the affected jurisdictions will take all reasonable steps to mitigate
the expenses they incur hereunder.
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ATTACHMENT C

11. Right to Dispose of Voting Systems
Any jurisdiction that acquires voting systems or their components from the Contractor
under this Agreement retains the right to upgrade to new hardware and software provided
by the Contractor at additional cost. If a local jurisdiction exercises this right, that
jurisdiction has both of the following rights:
a. To sell any or all of the equipment provided under this Agreement to any Third
Party.
b. To transfer to the Third Party all of its rights under this Agreement to software
licenses and maintenance and support of software, and the Legacy Equipment, if the
Third Party agreements with the Contractor to implement a voting system on term
(including limitations on rights to software licenses and maintenance and support of
software) acceptable to the Contractor and such Third Party executes an assumption
agreement and other agreements as may be required by the Contractor.
c. Atany time during the term of this Agreement, at a local jurisdiction’s option, the
Contractor must use its reasonable best efforts to assist the respective county in
selling Legacy Equipment.

11. Deliverable Conformance

The Contractor shall certify that the deliverables and any other goods or materials furnished
by the Contractor to Maryland and Maryland jurisdictions fulfill requirements set forth in
this Agreement and shall be in good working order at the time of delivery and shall be
maintained by the Contactor in accordance with any applicable warranties herein or post-
warranty maintenance agreements. The State and jurisdictions that have acquired the
Contractor’s deliverables or goods, which fail to meet the requirements set forth in this
Agreement at the time of delivery, shall return all non-conforming goods and deliverables to
the Contractor within 30 business days for replacement at the Contractor’s expense.

12. Custom Programming

From time to time after the date of this Agreement, upon written agreement of the rates
and/or amounts to be paid by the State or jurisdictions to the Contractor, the Contractor
may provide custom programming services to the State or any jurisdiction. Custom
programming shall be created, delivered, installed, and tested to mutually agreed upon in
advance in writing by the State and the Contractor. Such agreement shall be in the form of
an addendum to this Agreement which is executed by the State and the Contractor. All
custom programming shall be deemed to be part of the Contractor’s software, and shall be
covered by the warranty set forth in this Agreement for a one-year period following its
acceptance by the respective jurisdiction. The Contractor retains the right to make any
custom programming available to other customers. The Contractor shall deliver, at no
additional charge to the State or the jurisdiction(s), all customizations set out in the Proposal
and all other customizations listed in this Agreement. Any additional enhancements
requested by the State or any jurisdiction, but not contained in the Proposal or not specified
in this Agreement, shall be set forth in a written change order to be executed by the parties
and shall be provided for the amounts specified in the Proposal and in accordance with the
payment terms set forth in the written change order(s). Under no circumstances shall any
custom programming provide by the Contractor any jurisdiction cause the Contractor’s
voting system to fail to meet State and Federal certification requirements at any time any
jurisdiction accepts the custom programming.

13. Non-Hiring of Employees
State Contract Page 6 of 12



ATTACHMENT C

No official or employee of the Agency, as defined under State Government Article, §15-102,
Annotated Code of Maryland, whose duties as such official or employee include matters
relating to or affecting the subject matter of this Contract, shall, during the pendency and
term of this contract and while serving as an official or employee of the State, become or be
an employee of the Contractor or any entity that is a subcontractor on this Contract.

14. Disputes

This Contract shall be subject to the provisions of Title 15, Subtitle 2, of the State Finance
and Procurement Article of the Annotated Code of Maryland, as from time to time
amended, and COMAR 21.10 (Administrative and Civil Remedies). Pending resolution of a
claim, the Contractor shall proceed diligently with the performance of the Contract in
accordance with the Procurement Officer’s decision. Unless a lesser period is provided by
applicable statute, regulation, or the Contract, the Contractor must file a written notice of
claim with the Procurement Officer within 30 days after the basis for the claim is known or
should have been known, whichever is earlier. Contemporaneously with or within 30 days
of the filing of a notice of claim, but no later than the date of final payment under the
Contract, the Contractor must submit to the Procurement Officer its written claim
containing the information specified in COMAR 21.10.04.02.

15. Maryland Law

This Contract shall be construed, interpreted, and enforced according to the laws of the
State of Maryland. The Maryland Uniform Computer Information Transactions Act
(Commercial Law Avrticle, Title 22 of the Annotated Code of Maryland) does not apply to
this Contract or any software license acquired hereunder. Any and all references to the
Annotated Code of Maryland contained in this Contract shall be construed to refer to such
Code sections as from time to time amended.

16. Nondiscrimination in Employment

The Contractor agrees: (a) not to discriminate in any manner against an employee or
applicant for employment because of race, color, religion, creed, age, sex, marital status,
national origin, ancestry, or disability of a qualified individual with a disability; (b) to include
a provision similar to that contained in subsection (a), above, in any subcontract except a
subcontract for standard commercial supplies or raw materials; and (c) to post and to cause
subcontractors to post in conspicuous places available to employees and applicants for
employment, notices setting forth the substance of this clause.

17. Commercial Nondiscrimination

17.1  Asacondition of entering into this Contract, Contractor represents and warrants
that it will comply with the State’s Commercial Nondiscrimination Policy, as
described under Title 19 of the State Finance and Procurement Article of the
Annotated Code of Maryland. As part of such compliance, Contractor may not
discriminate on the basis of race, color, religion, ancestry or national origin, sex, age,
marital status, sexual orientation, or on the basis of disability or other unlawful forms
of discrimination in the solicitation, selection, hiring, or commercial treatment of
subcontractors, Contractors, suppliers, or commercial customers, nor shall
Contractor retaliate against any person for reporting instances of such
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19.
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discrimination. Contractor shall provide equal opportunity for subcontractors,
Contractors, and suppliers to participate in all of its public sector and private sector
subcontracting and supply opportunities, provided that this clause does not prohibit
or limit lawful efforts to remedy the effects of marketplace discrimination that have
occurred or are occurring in the marketplace. Contractor understands that a material
violation of this clause shall be considered a material breach of this Contract and
may result in termination of this Contract, disqualification of Contractor from
participating in State contracts, or other sanctions. This clause is not enforceable by
or for the benefit of, and creates no obligation to, any third party.

17.2  The Contractor shall include the above Commercial Nondiscrimination clause, or
similar clause approved by the Department, in all subcontracts.

17.3  Asa condition of entering into this Contract, upon the Maryland Human Relations
Commission’s request, and only after the filing of a complaint against Contractor
under Title 19 of the State Finance and Procurement Article, as amended from time
to time, Contractor agrees to provide within 60 days after the request a complete list
of the names of all subcontractors, Contractors, and suppliers that Contractor has
used in the past 4 years on any of its contracts that were undertaken within the
Department, including the total dollar amount paid by Contractor on each
subcontract or supply contract. Contractor further agrees to cooperate in any
investigation conducted by the State pursuant to the State’s Commercial
Nondiscrimination Policy as set forth under Title 19 of the State Finance and
Procurement Article of the Annotated Code of Maryland, and to provide any
documents relevant to any investigation that is requested by the State. Contractor
understands that violation of this clause is a material breach of this Contract and may
result in contract termination, disqualification by the State from participating in State
contracts, and other sanctions.

Contingent Fee Prohibition

The Contractor warrants that it has not employed or retained any person, partnership,
corporation, or other entity, other than a bona fide employee, bona fide agent, bona fide
salesperson, or commercial selling agency working for the Contractor to solicit or secure this
Contract, and that it has not paid or agreed to pay any person, partnership, corporation or
other entity, other than a bona fide employee, bona fide salesperson or commercial selling
agency, any fee or other consideration contingent on the making of this Contract.

Non-Availability of Funding

If the General Assembly fails to appropriate funds or if funds are not otherwise made
available for continued performance for any fiscal period of this Contract succeeding the
first fiscal period, this Contract shall be canceled automatically as of the beginning of the
fiscal year for which funds were not appropriated or otherwise made available; provided,
however, that this shall not affect either the State’s rights or the Contractor’s rights under
any termination clause in this Contract. The effect of termination of the Contract hereunder
shall be to discharge both the Contractor and the Department from future performance of
the Contract, but not from their rights and obligations existing at the time of termination.
The Contractor shall be reimbursed for the reasonable value of any nonrecurring costs
incurred but not amortized in the price of the Contract. The State shall notify the
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24,
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Contractor as soon as it has knowledge that funds may not be available for the continuation
of this Contract for each succeeding fiscal period beyond the first.

Termination for Cause

I the Contractor fails to fulfill its obligations under this Contract properly and on time, or
otherwise violates any provision of the Contract, the State may terminate the Contract by
written notice to the Contractor. The notice shall specify the acts or omissions relied upon
as cause for termination. All finished or unfinished work provided by the Contractor shall,
at the State’s option, become the State’s property. The Department shall pay the Contractor
fair and equitable compensation for satisfactory performance prior to receipt of notice of
termination, less the amount of damages caused by the Contractor’s breach. If the damages
are more than the compensation payable to the Contractor, the Contractor shall remain
liable after termination and the State can affirmatively collect damages. Termination
hereunder, including the termination of the rights and obligations of the parties, shall be
governed by the provisions of COMAR 21.07.01.11B.

Termination for Convenience

The performance of work under this Contract may be terminated by the State in accordance
with this clause in whole, or from time to time in part, whenever the State shall determine
that such termination is in the best interest of the State. The State shall pay all reasonable
costs associated with this Contract that the Contractor has incurred up to the date of
termination, and all reasonable costs associated with termination of the Contract; provided,
however, the Contractor shall not be reimbursed for any anticipatory profits that have not
been earned up to the date of termination. Termination hereunder, including the
determination of the rights and obligations of the parties, shall be governed by the
provisions of COMAR 21.07.01.12 (A)(2).

Delays and Extensions of Time

The Contractor agrees to perform this Contract continuously and diligently. No charges or
claims for damages shall be made by the Contractor for any delays or hindrances, regardless
of cause, in the performance of Services under this Contract. Time extensions shall be
granted only for excusable delays that arise from unforeseeable causes beyond the control
and without the fault or negligence of the Contractor, including but not restricted to acts of
God, acts of the public enemy, acts of the State in either its sovereign or contractual
capacity, acts of another Contractor in the performance of a contract with the State, fires,
floods, epidemics, quarantine restrictions, strikes, freight embargoes, or delays of
subcontractors or suppliers arising from unforeseeable causes beyond the control and
without the fault or negligence of either the Contractor or the subcontractors or suppliers.

Suspension of Work
The State unilaterally may order the Contractor in writing to suspend, delay, or interrupt all
or any part of its performance for such period of time as the Procurement Officer may

determine to be appropriate for the convenience of the State.

Pre-Existing Regulations
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28.
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In accordance with the provisions of Section 11-206 of the State Finance and Procurement
Article, Annotated Code of Maryland, as from time to time amended, the regulations set
forth in Title 21 of the Code of Maryland Regulations (COMAR 21) in effect on the date of
execution of this Contract are applicable to this Contract.

Financial Disclosure

The Contractor shall comply with the provisions of Section 13-221 of the State Finance and
Procurement Article of the Annotated Code of Maryland, which requires that every person
that enters into contracts, leases, or other agreements with the Department or its agencies
during a calendar year under which the business is to receive in the aggregate, $100,000 or
more, shall within 30 days of the time when the aggregate value of these contracts, leases or
other agreements reaches $100,000, file with the Secretary of the Department certain
specified information to include disclosure of beneficial ownership of the business.

Political Contribution Disclosure

The Contractor shall comply with Election Law Article, §814-101 — 14-108, Annotated Code
of Maryland, which requires that every person that enters into contracts, leases, or other
agreements with the State, a county, or an incorporated municipality, or their agencies, during
a calendar year in which the person receives in the aggregate $100,000 or more, shall, file with
the State Board of Elections a statement disclosing contributions in excess of $500 made
during the reporting period to a candidate for elective office in any primary or general election.
The statement shall be filed with the State Board of Elections: (1) before a purchase or
execution of a lease or contract by the State, a county, an incorporated municipality, or their
agencies, and shall cover the preceding two calendar years; and (2) if the contribution is made
after the execution of a lease or contract, then twice a year, throughout the contract term, on:
(a) February 5, to cover the 6-month period ending January 31; and (b) August 5, to cover the
6-month period ending July 31.

Retention of Records

The Contractor shall retain and maintain all records and documents in any way relating to
this Contract for three years after final payment by the Department under this Contract or
any applicable statute of limitations, whichever is longer, and shall make them available for
inspection and audit by authorized representatives of the State, including the Contract
Officer or the Contract Officer’s designee, at all reasonable times. All records related in any
way to the Contract are to be retained for the entire time provided under this section. In the
event of any audit, Contractor shall provide assistance to the State, without additional
compensation, to identify, investigate and reconcile any audit discrepancies and/or variances.

Representations and Warranties

The Contractor hereby represents and warrants that:
A It is qualified to do business in the State of Maryland and that it shall take such
action as, from time to time hereafter, may be necessary to remain so qualified;

B. It is not in arrears with respect to the payment of any monies due and owing the
State of Maryland, or any department or unit thereof, including but not limited to the
payment of taxes and employee benefits, and that it shall not become so in arrears
during the term of this Contract;
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ATTACHMENT C

C. It shall comply with all federal, State and local laws, regulations, and ordinances
applicable to its activities and obligations under this Contract; and

D. It shall obtain, at its expense, all licenses, permits, insurance, and governmental
approvals, if any, necessary to the performance of its obligations under this Contract.

Costs and Price Certification

By submitting cost or price information, the Contractor certifies to the best of its knowledge
that the information submitted is accurate, complete, and current as of the date of its bid or
offer.

The price under this Contract and any change order or modification hereunder, including
profit or fee, shall be adjusted to exclude any significant price increases occurring because
the Contractor furnished cost or price information which, as of the date of its bid or offer,
was inaccurate, incomplete, or not current.

Subcontracting; Assignment

The Contractor may not subcontract any portion of the Services provided under this
Contract without obtaining the prior written approval of the Department, nor may the
Contractor assign this Contract or any of its rights or obligations hereunder, without the
prior written approval of the State. Any such subcontract or assignment shall include the
terms of Sections 10 and 12 through 26 of this Contract and any other terms and conditions
that the State deems necessary to protect its interests. The State shall not be responsible for
the fulfillment of the Contractor’s obligations to the subcontractors.

Administrative

31.1  Procurement Officer. The work to be accomplished under this Contract shall be
performed under the direction of the Procurement Officer. All matters relating to
the interpretation of this Contract shall be referred to the Procurement Officer for
determination.

31.2  Notices. All notices hereunder shall be in writing and either delivered personally or
sent by certified or registered mail, postage prepaid as follows:

If to the State: Maryland State Board of Elections
Attention: Donna Wiltshire
151 West Street, Suite 200, Annapolis, MD 21401

If to the Contractor:
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IN WITNESS THEREOF, the parties have executed this Contract as of the date hereinabove set
forth.

FOR THE CONTRACTOR
By: (Typed Name) Date
Witness:

Date
FOR THE MARYLAND STATE BOARD OF ELECTIONS
By: Linda Lamone, Administrator Date
Witness:

Date
Approved for form and legal sufficiency this day of :

, Assistant Attorney General

APPROVED BY BPW:

(Date) (BPW Item #)
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ATTACHMENT D

BID/PROPOSAL AFFIDAVIT

A AUTHORIZED REPRESENTATIVE
| HEREBY AFFIRM THAT:
I am the (title) and the duly authorized representative of

(business) and that | possess the legal authority to
make this Affidavit on behalf of myself and the business for which I am acting.

B. CERTIFICATION REGARDING COMMERCIAL NONDISCRIMINATION

The undersigned bidder hereby certifies and agrees that the following information is correct:

In preparing its bid on this project, the bidder has considered all proposals submitted from qualified, potential
subcontractors and suppliers, and has not engaged in “discrimination” as defined in §19-103 of the State
Finance and Procurement Article of the Annotated Code of Maryland. “Discrimination” means any
disadvantage, difference, distinction, or preference in the solicitation, selection, hiring, or commercial
treatment of a Contractor, subcontractor, or commercial customer on the basis of race, color, religion,
ancestry, or national origin, sex, age, marital status, sexual orientation, or on the basis of disability or any
otherwise unlawful use of characteristics regarding the Contractors, supplier’s or commercial customer’s
employees or owners. “Discrimination” also includes retaliating against any person or other entity for
reporting any incident of “discrimination”. Without limiting any other provision of the solicitation on this
project, it is understood that, if the certification is false, such false certification constitutes grounds for the
State to reject the bid submitted by the bidder on this project, and terminate any contract awarded based on
the bid. As part of its bid or proposal, the bidder herewith submits a list of all instances within the past 4
years where there has been a final adjudicated determination in a legal or administrative proceeding in the
state of Maryland that the bidder discriminated against subcontractors, Contractors, suppliers, or commercial
customers, and a description of the status or resolution of that determination, including any remedial action
taken. Bidder agrees to comply in all respects with the State’s Commercial Nondiscrimination Policy as
described under Title 19 of the State Finance and Procurement Article of the Annotated Code of Maryland.

C. AFFIRMATION REGARDING BRIBERY CONVICTIONS
| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business (as is defined in
Section 16-101(b) of the State Finance and Procurement Article of the Annotated Code of Maryland), or any
of its officers, directors, partners, controlling stockholders, or any of its employees directly involved in the
business’s contracting activities has been convicted of, or has had probation before judgment imposed
pursuant to Criminal Procedure Article, 86-220, Annotated Code of Maryland, or has pleaded nolo
contendere to a charge of, bribery, attempted bribery, or conspiracy to bribe in violation of Maryland law, or
of the law of any other state or federal law, except as follows (indicate the reasons why the affirmation cannot
be given and list any conviction, plea, or imposition of probation before judgment with the date, court,
official or administrative body, the sentence or disposition, the name(s) of person(s) involved, and their
current positions and responsibilities with the business):

D. AFFIRMATION REGARDING OTHER CONVICTIONS

| FURTHER AFFIRM THAT:
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Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its officers,
directors, partners, controlling stockholders, or any of its employees directly involved in the business's
contracting activities including obtaining or performing contracts with public bodies, has:
¥ Been convicted under state or federal statute of:
(@ acriminal offense incident to obtaining, attempting to obtain, or performing a public or
private contract; or
(b) fraud, embezzlement, theft, forgery, falsification or destruction of records, or receiving stolen

property;
(2 Been convicted of any criminal violation of a state or federal antitrust statute;
(3) Been convicted under the provisions of Title 18 of the United States Code for violation of the

Racketeer Influenced and Corrupt Organization Act, 18 U.S.C. §1961, et seq., or the Mail Fraud Act,
18 U.S.C. 81341, et seq., for acts in connection with the submission of bids or proposals for a public
or private contract;

4 Been convicted of a violation of the State Minority Business Enterprise Law, Section 14-308 of the
State Finance and Procurement Article of the Annotated Code of Maryland;

(5) Been convicted of a violation of the Section 11-205.1 of the State Finance and Procurement Article
of the Annotated Code of Maryland,;

(6) Been convicted of conspiracy to commit any act or omission that would constitute grounds for
conviction or liability under any law or statute described in subsection (1) through (5) above;

(M Been found civilly liable under a state or federal antitrust statute for acts or omissions in connection
with the submission of bids or proposals for a public or private contract;

(8) Been found in a final adjudicated decision to have violated the Commercial Nondiscrimination Policy
under Title 19 of the State Finance and Procurement Article of the Annotated Code of Maryland
with regard to a public or private contract; or

9) Been found civilly liable under a state or federal antitrust statute for acts or omissions in connection
with the submission of bids or proposals for a public or private contract; or

(10)  Admitted in writing or under oath, during the course of an official investigation or other proceedings,
acts or omissions that would constitute grounds for conviction or liability under any law or statute
described in Section B and subsections (1) through (7) above, except as follows (indicate reasons why
the affirmations cannot be given, and list any conviction, plea, or imposition of probation before
judgment with the date, court, official or administrative body, the sentence or disposition, the
name(s) of the person(s) involved and their current positions and responsibilities with the business,
and the status of any debarment):

E. AFFIRMATION REGARDING DEBARMENT

| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its officers,
directors, partners, controlling stockholders, or any of its employees directly involved in the business’s

contracting activities, has ever been suspended or debarred (including being issued a limited denial of
participation) by any public entity, except as follows (list each debarment or suspension providing the dates of
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the suspension or debarment, the name of the public entity and the status of the proceedings, the name(s) of
the person(s) involved and their current positions and responsibilities with the business, the grounds of the
debarment or suspension, and the details of each person's involvement in any activity that formed the
grounds of the debarment or suspension):

F. AFFIRMATION REGARDING DEBARMENT OF RELATED ENTITIES
| FURTHER AFFIRM THAT:

(1) The business was not established and it does not operate in a manner designed to evade the
application of or defeat the purpose of debarment pursuant to Sections 16-101, et seq., of the State
Finance and Procurement Article of the Annotated Code of Maryland; and

2 The business is not a successor, assignee, subsidiary, or affiliate of a suspended or debarred business,
except as follows (you must indicate the reasons why the affirmations cannot be given without
qualification):

G. SUB-CONTRACT AFFIRMATION
| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business, has knowingly
entered into a contract with a public body under which a person debarred or suspended under Title 16 of the
State Finance and Procurement Article of the Annotated Code of Maryland will provide, directly or indirectly,
supplies, services, architectural services, construction related services, leases of real property, or construction.

H. AFFIRMATION REGARDING COLLUSION
| FURTHER AFFIRM THAT:

Neither I, nor to the best of my knowledge, information, and belief, the above business has:
(1) Agreed, conspired, connived, or colluded to produce a deceptive show of competition in the
compilation of the accompanying bid or offer that is being submitted;

(2) In any manner, directly or indirectly, entered into any agreement of any kind to fix the bid price or
price proposal of the bidder or Offeror or of any competitor, or otherwise taken any action in
restraint of free competitive bidding in connection with the contract for which the accompanying bid
or offer is submitted.

I FINANCIAL DISCLOSURE AFFIRMATION

| FURTHER AFFIRM THAT:

I am aware of, and the above business will comply with, the provisions of Section 13-221 of the State Finance
and Procurement Article of the Annotated Code of Maryland, which require that every business that enters
into contracts, leases, or other agreements with the State of Maryland or its agencies during a calendar year

under which the business is to receive in the aggregate $100,000 or more shall, within 30 days of the time
when the aggregate value of the contracts, leases, or other agreements reaches $100,000, file with the
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Secretary of Department certain specified information to include disclosure of beneficial ownership of the
business.

J. POLITICAL CONTRIBUTION DISCLOSURE AFFIRMATION
| FURTHER AFFIRM THAT:

I am aware of, and the above business will comply with, Election Law Article, 8§14-101—14-108, Annotated
Code of Maryland, which requires that every person that enters into contracts, leases, or other agreements
with the State of Maryland, including its agencies or a political subdivision of the State, during a calendar year
in which the person receives in the aggregate $100,000 or more shall file with the State Board of Elections a
statement disclosing contributions in excess of $500 made during the reporting period to a candidate for
elective office in any primary or general election.

K. DRUG AND ALCOHOL FREE WORKPLACE
| CERTIFY THAT:
1) Terms defined in COMAR 21.11.08 shall have the same meanings when used in this certification.

(2) By submission of its bid or offer, the business, if other than an individual, certifies and agrees that,
with respect to its employees to be employed under a contract resulting from this solicitation, the
business shall:

(a) Maintain a workplace free of drug and alcohol abuse during the term of the contract;

(b) Publish a statement notifying its employees that the unlawful manufacture, distribution,
dispensing, possession, or use of drugs, and the abuse of drugs or alcohol is prohibited in
the business' workplace and specifying the actions that will be taken against employees for
violation of these prohibitions;

(c) Prohibit its employees from working under the influence of drugs or alcohol;

(d) Not hire or assign to work on the contract anyone whom the business knows, or in the
exercise of due diligence should know, currently abuses drugs or alcohol and is not actively
engaged in a bona fide drug or alcohol abuse assistance or rehabilitation program;

(e) Promptly inform the appropriate law enforcement agency of every drug-related crime that
occurs in its workplace if the business has observed the violation or otherwise has reliable
information that a violation has occurred:;

) Establish drug and alcohol abuse awareness programs to inform its employees about:
(1) The dangers of drug and alcohol abuse in the workplace;
(i) The business' policy of maintaining a drug and alcohol free workplace;

(iir) Any available drug and alcohol counseling, rehabilitation, and employee assistance
programs; and
(iv) The penalties that may be imposed upon employees who abuse drugs and alcohol in
the workplace;
(9) Provide all employees engaged in the performance of the contract with a copy of the
statement required by 8J(2)(b), above;
(h) Notify its employees in the statement required by 8§J(2)(b), above, that as a condition of
continued employment on the contract, the employee shall:
0] Abide by the terms of the statement; and
(i) Notify the employer of any criminal drug or alcohol abuse conviction for an offense
occurring in the workplace not later than 5 days after a conviction;
(i) Notify the procurement officer within 10 days after receiving notice under 8J(2)(h)(ii), above,
or otherwise receiving actual notice of a conviction;
0) Within 30 days after receiving notice under 8J(2)(h)(ii), above, or otherwise receiving actual
notice of a conviction, impose either of the following sanctions or remedial measures on any
employee who is convicted of a drug or alcohol abuse offense occurring in the workplace:
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() Take appropriate personnel action against an employee, up to and including
termination; or
(i) Require an employee to satisfactorily participate in a bona fide drug or alcohol abuse
assistance or rehabilitation program; and
(k) Make a good faith effort to maintain a drug and alcohol free workplace through
implementation of §J(2)(a)—(j), above.
(3) If the business is an individual, the individual shall certify and agree as set forth in 8J(4), below, that

the individual shall not engage in the unlawful manufacture, distribution, dispensing, possession, or
use of drugs or the abuse of drugs or alcohol in the performance of the contract.
4 I acknowledge and agree that:

() The award of the contract is conditional upon compliance with COMAR 21.11.08 and this
certification;

(b) The violation of the provisions of COMAR 21.11.08 or this certification shall be cause to
suspend payments under, or terminate the contract for default under COMAR 21.07.01.11
or 21.07.03.15, as applicable; and

(c) The violation of the provisions of COMAR 21.11.08 or this certification in connection with
the contract may, in the exercise of the discretion of the Board of Public Works, result in
suspension and debarment of the business under COMAR 21.08.03.

L. CERTIFICATION OF CORPORATION REGISTRATION AND TAX PAYMENT
| FURTHER AFFIRM THAT:

1) The business named above is a (domestic ) (foreign __ ) corporation registered in accordance
with the Corporations and Associations Article, Annotated Code of Maryland, and that it is in good
standing and has filed all of its annual reports, together with filing fees, with the Maryland State
Department of Assessments and Taxation, and that the name and address of its resident agent filed
with the State Department of Assessments and Taxation is (IF NOT APPLICABLE, SO STATE):

Name:
Address:

(2) Except as validly contested, the business has paid, or has arranged for payment of, all taxes due the
State of Maryland and has filed all required returns and reports with the Comptroller of the Treasury,
the State Department of Assessments and Taxation, and the Department of Labor, Licensing, and
Regulation, as applicable, and will have paid all withholding taxes due the State of Maryland prior to
final settlement.

M. CONTINGENT FEES

| FURTHER AFFIRM THAT.:

The business has not employed or retained any person, partnership, corporation, or other entity, other than a
bona fide employee, bona fide agent, bona fide salesperson, or commercial selling agency working for the
business, to solicit or secure the Contract, and that the business has not paid or agreed to pay any person,
partnership, corporation, or other entity, other than a bona fide employee, bona fide agent, bona fide
salesperson, or commercial selling agency, any fee or any other consideration contingent on the making of the
Contract.

N. Repealed.

O. ACKNOWLEDGEMENT
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I ACKNOWLEDGE THAT this Affidavit is to be furnished to the Procurement Officer and may be
distributed to units of; (1) the State of Maryland; (2) counties or other subdivisions of the State of Maryland,;
(3) other states; and (4) the federal government. | further acknowledge that this Affidavit is subject to
applicable laws of the United States and the State of Maryland, both criminal and civil, and that nothing in
this Affidavit or any contract resulting from the submission of this bid or proposal shall be construed to
supersede, amend, modify or waive, on behalf of the State of Maryland, or any unit of the State of Maryland
having jurisdiction, the exercise of any statutory right or remedy conferred by the Constitution and the laws
of Maryland with respect to any misrepresentation made or any violation of the obligations, terms and
covenants undertaken by the above business with respect to (1) this Affidavit, (2) the contract, and (3) other
Affidavits comprising part of the contract.

| DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT THE

CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY
KNOWLEDGE, INFORMATION, AND BELIEF.

Date: By:

(Authorized Representative and Affiant)
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CONTRACT AFFIDAVIT

COMAR 21.07.01.25

A. AUTHORIZED REPRESENTATIVE

| HEREBY AFFIRM THAT:

I am the and the duly authorized representative of
(title)

and that I possess the legal authority to make this Affidavit

(business name)
on behalf of myself and the business for which 1 am acting.

B. CERTIFICATION OF CORPORATION REGISTRATION AND TAX PAYMENT
| FURTHER AFFIRM THAT:

1) The business named above is a (domestic___ ) (foreign___ ) corporation registered in
accordance with Corporations and Associations Article, Annotated Code of Maryland, and that it is in good
standing and has filed all of its annual reports, together with filing fees, with the Maryland State Department
of Assessments and Taxation, and that the name and address of its resident agent filed with the State
Department of Assessment and Taxation is:

Name:

Address:

(2 Except as validly contested, the business has paid, or has arranged for payment of, all taxes
due the State of Maryland and has filed all required returns and reports with Comptroller of the Treasury, the
State Department of Assessments and Taxation, and the Employment Security Administration, as applicable,
and shall have paid all withholding taxes due the State of Maryland prior to final settlement.

C. CERTAIN AFFIRMATIONS VALID
| FURTHER AFFIRM THAT:

To the best of my knowledge, information, and belief, each of the affirmations, certifications, or
acknowledgments contained in that certain Bid/Proposals Affidavit
dated , 2008, and executed by me for the purposed of obtaining the
contract to which this Exhibit is attached remains true and correct in all respects as if made as of the
date of this Contract Affidavit and as if fully set forth herein.




ATTACHMENT E
| DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY

THAT THE CONTENTS OF THIS AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST
OF MY KNOWLEDGE, INFORMATION, AND BELIEF.

DATE: BY:

(Signature)

(Typed or Printed Name of Authorized Representative and Affidavit)



State of Maryland
Comptroller of Maryland

Vendor Electronic Funds Transfer (EFT) Registration Request Form
Date of request

Business identification information (Address to be used in case of default to check):
Business/Individual name

Address line 1

Address line 2

City State Zip code

Taxpayer identification number:

Federal Employer Identification Number:

(or) Social Security Number:

Business contact name, title, e-mail and phone number including area code. (And
address if different from above):

Financial institution information:
Name and address

Contact name, phone number (include area code),

ABA number

Account number

Checking Money Market Savings

Account type

Format Desired: CCD+ CTX* EDI* (Check one.)

*Note — There may be a charge to you by your bank with this format. You must
contact your bank to receive this format.

A VOIDED CHECK from the bank account must be attached or letter from the
bank confirming the account number.

COT/GAD X-10



Transaction requested:

1. Initiate all disbursements via EFT to the above account.
2. Discontinue disbursements via EFT, effective
3. ___ Change the bank account to above information — a copy of the approved

Registration Form for the previous bank account must be attached.

I am authorized by * (hereinafter Company)
to make the representations contained in this paragraph. Company authorizes the Comptroller and the Treasurer of
Maryland to register it for electronic funds transfer (EFT) using the information contained in this registration form.
Company agrees to receive all funds from the State of Maryland by electronic funds transfer according to the terms of
the EFT program. Company agrees to return to the State of Maryland any EFT payment incorrectly disbursed by the
State of Maryland to the Company’s account. Company agrees to hold harmless the State of Maryland and its agencies
and departments for any delays or errors caused by inaccurate or outdated registration information or by the financial
institution listed above.

*Name of registering business entity

Signature of individual, company treasurer, controller, or chief financial officer and date

Completed by GAD/STO
Date Received

GAD registration information verified Date to STO

STO registration information verified Date to GAD

R*STARS Vendor No. and Mail Code Assigned:

State Treasurer’s Office approval date General Accounting Division approval date

To Requestor:

Please retain a copy of this form for your records. Please allow approximately 30 days
from the date of your request for the Comptroller’s and Treasurer’s Offices to process
your request. Failure to maintain current information with this office could result in
errors in payment processing. If you have any questions, please call the EFT registration
desk at 410-260-7375.

Please submit form to: EFT Registration, General Accounting Division
Room 205, P.O. Box 746
Annapolis, Maryland 21404-0746
(or) Fax: 410-974-2309

Instructions: Electronic Funds Transfer instructions are located: http://compnet.comp.state.md.us/gad. Questions may
be requested by email, gad@comp.state.md.us. Or call 1-888-784-0144.

COT/GAD X-10
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ATTACHMENT G

LIVING WAGE REQUIREMENTS
FOR
SERVICE CONTRACTS

This contract is subject to the Living Wage requirements under Title 18, State Finance and
Procurement Article, Annotated Code of Maryland and the regulations proposed by the
Commissioner of Labor and Industry. The Living Wage generally applies to a Contractor or
Subcontractor who performs work on a State contract for services that is valued at $100,000 or more.
An employee is subject to the Living Wage if he/she is at least 18 years old or will turn 18 during the
duration of the contract; works at least 13 consecutive weeks on the State Contract and spends at
least one-half of the employee’s time during any work week on the State Contract.

The Living Wage Law does not apply to:
1) A Contractor who:
(A) has a State contract for services valued at less than $100,000, or
(B) employs 10 or fewer employees and has a State contract for services valued at less
than $500,000.
(2) A Subcontractor who:
(A) performs work on a State contract for services valued at less than $100,000,
(B) employs 10 or fewer employees and performs work on a State contract for services
valued at less than $500,000, or
© performs work for a Contractor not covered by the Living Wage Law as defined in
B(1)(B) above, or B(3) or C below.
(3) Service contracts for the following:
(A) services with a Public Service Company;
(B) services with a nonprofit organization;
© services with an officer or other entity that is in the Executive Branch of the State
government and is authorized by law to enter into a procurement (“Unit”); or
(D) services between a Unit and a County or Baltimore City.

If the Unit responsible for the State contract for services determines that application of the Living
Wage would conflict with any applicable Federal program, the Living Wage does not apply to the
contract or program.

A Contractor must not split or subdivide a State contract for services, pay an employee through a
third party, or treat an employee as an independent Contractor or assign work to employees to avoid
the imposition of any of the requirements of Title 18, State Finance and Procurement, Annotated
Code of Maryland.

Each Contractor/Subcontractor, subject to the Living Wage Law, shall post in a prominent and
easily accessible place at the work site(s) of covered employees a notice of the Living Wage Rates,
employee rights under the law, and the name, address, and telephone number of the Commissioner.

The Commissioner of Labor and Industry shall adjust the wage rates by the annual average increase
or decrease, if any, in the Consumer Price Index for all urban consumers for the
Washington/Baltimore metropolitan area, or any successor index, for the previous calendar year, not
later than 90 days after the start of each fiscal year. The Commissioner shall publish any adjustments
to the wage rates on the Division of Labor and Industry’s Website. An employer subject to the
Living Wage Law must comply with the rate requirements during the initial term of the contract and
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all subsequent renewal periods, including any increases in the wage rate, required by the
Commissioner, automatically upon the effective date of the revised wage rate.

A Contractor/Subcontractor who reduces the wages paid to an employee based on the employer’s
share of the health insurance premium, as provided in §18-103(c), State Finance and Procurement
Article, Annotated Code of Maryland, shall not lower an employee’s wage rate below the minimum
wage as set in 8§3-413, Labor and Employment Article, Annotated Code of Maryland. A
Contractor/Subcontractor who reduces the wages paid to an employee based on the employer’s
share of health insurance premium shall comply with any record reporting requirements established
by the Commissioner of Labor and Industry.

A Contractor/Subcontractor may reduce the wage rates paid under §18-103(a), State Finance and
Procurement, Annotated Code of Maryland, by no more than 50 cents of the hourly cost of the
employer’s contribution to an employee’s deferred compensation plan. A Contractor/Subcontractor
who reduces the wages paid to an employee based on the employer’s contribution to an employee’s
deferred compensation plan shall not lower the employee’s wage rate below the minimum wage as
set in §3-413, Labor and Employment Article, Annotated Code of Maryland.

Under Title 18, State and Finance Procurement Article, Annotated Code of Maryland, if the
Commissioner determines that the Contractor/Subcontractor violated a provision of this title or
regulations of the Commissioner, the Contractor/Subcontractor shall pay restitution to each affected
employee, and the State may assess liquidated damages of $20 per day for each employee paid less
than the Living Wage.

Information pertaining to reporting obligations may be found by going to the DLLR Website
http://www.dllr.state.md.us/ and clicking on Living Wage.
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LIVING WAGE AFFIDAVIT OF AGREEMENT

Maryland Living Wage Requirements-Service Contracts
Re:  Solicitation No. SBE-2010-02

Offer/Bid submitted by (name of firm)

Address

City State Zip Code

The Undersigned, being an authorized representative of the above stated Bidder/Offeror, hereby
affirms our commitment to comply with Title 18, State Finance and Procurement Article, Annotated
Code of Maryland and to submit all payroll reports to the Commissioner of Labor and Industry with
regard to the above stated contract.

The Bidder/Offeror agrees to pay employees who are subject to living wage at least the living wage
rate in effect at the time service is provided for hours spent on State contract activities, and to
ensure that its Subcontractors who are not exempt also pay the required living wage rate to their
employees who are subject to the living wage for hours spent on a State contract for services. The
Bidder/Offeror agrees to comply with, and ensure its Subcontractors comply with, the rate
requirements during the initial term of the contract and all subsequent renewal periods, including
any increases in the wage rate established by the Commissioner of Labor and Industry, automatically
upon the effective date of the revised wage rate.

(If applicable) The Bidder/Offeror provides the following reasons why the affirmations above
cannot be given and affirms that it is exempt from Maryland’s Living Wage Law for the following
reasons:

Name of Authorized Representative:

Signature of Authorized Representative Date

Title Telephone #

Witness Signature Witness Name (Typed or Printed) Date




ATTACHMENT I

NON-DISCLOSURE AGREEMENT

This Non- Disclosure Agreement (the “Agreement”) is made this ___ day of 2009, by and
between (hereinafter referred to as “the CONTRACTOR?”) and the
State of Maryland (hereinafter referred to as “the State”).

WHEREAS, the CONTRACTOR has been awarded a contract for a Statewide Optical Scan Voting
System dated , 2009 (the “Contract”); and

WHEREAS, in order for the CONTRACTOR to perform its obligations under the Contract, it will be
necessary for the State to provide the CONTRACTOR and the CONTRACTOR’s employees and
agents (collectively the “CONTRACTOR’s PERSONNEL”) with access to certain confidential
information including, but not limited, to Maryland State elections-related information.

NOW, THEREFORE, in consideration of being given access to the Confidential Information in
connection with the Contract, and for other good and valuable consideration, CONTRACTOR agrees
as follows:

1. Confidential Information means any and all information provided by or made available by the
State to the CONTRACTOR in connection with the Contract, regardless of the form, format,
or media on or in which the Confidential Information is provided and regardless of whether
any such Confidential Information is marked as such. Confidential Information includes, by
way of example only, information that the CONTRACTOR views, takes notes from, copies (if
the State agrees in writing to permit copying), possesses or is otherwise provided access to and
use of by the State in relation to the Contract.

2. CONTRACTOR shall not, without the State’s prior written consent, copy, disclose, publish,
release, transfer, disseminate, use, or allow access for any purpose or in any form, any
Confidential Information provided by the State except for the sole and exclusive purpose of
performing under the Contract.

3. CONTRACTOR shall limit access to the Confidential Information to the CONTRACTOR'’s
PERSONNEL who have a demonstrable need to know such Confidential Information in order
to perform under the Contract and who have agreed in writing to be bound by the disclosure
and use limitations pertaining to the Confidential Information. Each employee or agent of the
CONTRACTOR who receives or has access to the Confidential Information shall execute a
copy of this Agreement and the CONTRACTOR shall provide originals of such executed
Agreements to the State. Each employee or agent of the CONTRACTOR who signs this
Agreement shall be subject to the same terms, conditions, requirements and liabilities set forth
herein that are applicable to the CONTRACTOR. CONTRACTOR shall update Exhibit A by
adding additional names as needed, from time to time.

4. CONTRACTOR shall, at its own expense, return the Confidential Information to the State
upon request of the State or within five business days of the Contract termination.  If the
Confidential Information was provided by e-mailed file, the CONTRACTOR shall send an e-
mail to the Contract Manager certifying deletion of the e-mail and all copies of the file as well as
the destruction of any paper copies or electronic media copies within the five business days
referenced above.



10.

11.

12.

ATTACHMENT I

CONTRACTOR hereby agrees to hold the Confidential Information in trust and in strictest
confidence, to adopt or establish operating procedures and physical security measures, and to
take all other measures necessary to protect the Confidential Information from inadvertent
release or disclosure to unauthorized third parties and to prevent all or any portion of the
Confidential Information from falling into the public domain or into the possession of persons
not bound to maintain the confidentiality of the Confidential Information.

CONTRACTOR shall promptly advise the State in writing if it learns of any unauthorized use,
misappropriation, or disclosure of the Confidential Information by any of the
CONTRACTOR’s PERSONNEL or the CONTRACTOR’s former PERSONNEL.
CONTRACTOR shall, at its own expense, cooperate with the State in seeking injunctive or
other equitable relief against any such person(s).

CONTRACTOR acknowledges that the disclosure of the Confidential Information may cause
irreparable harm to the State, that monetary damages may be inadequate to compensate the
State for such breach, and agrees that the State may obtain an injunction to prevent the
disclosure, copying, or other impermissible use of the Confidential Information. The State’s
rights and remedies hereunder are cumulative and the State expressly reserves any and all rights,
remedies, claims and actions that it may have now or in the future to protect the Confidential
Information and/or to seek damages for the failure by the CONTRACTOR or the
CONTRACTOR’s PERSONNEL to comply with the requirements of this Agreement. The
CONTRACTOR consents to personal jurisdiction in the Maryland State Courts.

In the event the State suffers any losses, damages, liabilities, expenses, or costs (including, by
way of example only, attorneys’ fees and disbursements) that are attributable, in whole or in part
to any failure by the CONTRACTOR or any of CONTRACTOR’s PERSONNEL to comply
with the requirements of this Agreement, CONTRACTOR and such CONTRACTOR'’S
PERSONNEL shall hold harmless and indemnify the State from and against any such losses,
damages, liabilities, expenses, and/or costs.

A breach of this Agreement by the CONTRACTOR or by any of the CONTRACTOR'’s
PERSONNEL shall constitute a breach of the Contract between the CONTRACTOR and the
State.

CONTRACTOR acknowledges that pursuant to Section 11-205.1 of the State Finance and
Procurement Article of the Annotated Code of Maryland, a person may not willfully make a
false or fraudulent statement or representation of a material fact in connection with a
procurement contract. Persons making such statements are guilty of a felony and on conviction
subject to a fine of not more than $20,000 and/or imprisonment not exceeding 5 years or both.
CONTRACTOR further acknowledges that this Agreement is a statement made in connection
with a procurement contract.

The individual signing below warrants and represents that they are fully authorized to bind the
CONTRACTOR to the terms and conditions specified in this Agreement. If signed below by
an individual employee or agent of the CONTRACTOR under Section 2 of this Agreement,
such individual acknowledges that a failure to comply with the requirements specified in this
Agreement may result in personal liability.

The parties further agree that:
a. This Agreement shall be governed by the laws of the State of Maryland,;

b. The State makes no representations or warranties as to the accuracy or completeness of
any Confidential Information;
















































































































































ATTACHMENT S

PROPOSAL TRANSMITTAL FORM FOR SBE-2010-022009-09

Offerors shall complete this form and submit with their technical proposal. Should the Offeror
chose to include an introduction letter, it should be attached to the back of this form.

OFFEROR’S (BUSINESS) NAME:
OFFEROR’S FEIN #:

OFFEROR’S eMARYLANDMARKETPLACE #
OFFEROR’S BUSINESS ADDRESS:
OFFEROR’S TELEPHONE NUMBER:
OFFEROR’S FAX NUMBER:

OFFEROR’S WEB ADDRESS:

SHOULD QUESTIONS ARISE RELATED TO THE OFFEROR’S PROPOSAL, WHO
SHOULD BE CONTACTED, IF DIFFERENT FROM ABOVE:

NAME:
ADDRESS:
TELEPHONE:
FAX:

EMAIL:

(COMPANY NAME) acknowledges receipt of the following amendments:

Addendum # dated Addendum # dated
Addendum # dated Addendum # dated
Addendum # dated Addendum # dated

OFFEROR’S (BUSINESS) NAME:

Authorized Signature: Date:

PRINTED NAME OF AUTHORIZED SIGNATORY:

SIGNATORY’S TITLE:
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Section 1: Introduction

An effective enterprise-wide information security program provides a strong foundation for
understanding and implementing security throughout an agency. This Guide identifies key components
that should be considered by an agency when implementing, reviewing, or seeking to improve the value
of its information security program. It is encouraged that these components be reviewed for applicability
to an agency’s business environment and compliance with existing laws and policies, and implemented
as appropriate for each agency. Some agencies may not require all components, but where a component
is applicable to an agency’s program, it should be assessed for adoption and implementation. The key
components are:

e POLICY MANAGEMENT

e RISK MANAGEMENT

e SYSTEM CERTIFICATION AND ACCREDITATION

e SYSTEMS DEVELOPMENT LIFE CYCLE

e DISASTER RECOVERY PLANNING

e SECURITY AWARENESS

e COMMUNICATIONS AND OPERATIONS MANAGEMENT

e ACCESS CONTROL

e« INFORMATION SECURITY CRITICAL INCIDENT MANAGEMENT

e COMPLIANCE
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Section 2. Policy Management

Information security policy is an essential component of information security governance—without
the policy, governance has no substance and rules to enforce. Policy Management refers to the
practices and methods used to create and maintain security policies to translate, clarify, and
communicate management’s position on high-level security principles. Policy management includes
development, deployment, communication, updating, and enforcement of agency security policies.

Agency information security policies should address the fundamentals of agency information
security governance structure, including:

» Information security roles and responsibilities.

» Statement of security controls baseline and rules for exceeding the baseline.

e Rules of behavior that agency users are expected to follow and minimum repercussions for
noncompliance.

Supporting guidance and procedures on how to effectively implement specific controls across the
enterprise should be developed to augment an agency’s security policy. This subsequent guidance on
information security, created by the agency, in consideration of external guidance (e.g. NIST Special
Publications and FIPS), should be consistent with the information security policy and may not
supersede it, unless the policy itself is being modified. Agencies should ensure that their information
security policy is sufficiently current to accommodate the information security environment and
agency mission and operational requirements. To ensure that information security does not become
obsolete, agencies should implement a policy review and revision cycle. As a part of the periodic
review and the initial development of the information security policies, agencies should work to
ensure that all internal security policies (i.e., physical and personnel) are sufficiently coordinated to
ensure effective implementation of crosscutting and convergent security objectives, such as access
control initiatives.

Important Resources
http://csrc.nist.gov/groups/SMA/fisma/index.html
Federal Information Security Management Act (FISMA) Implementation Project
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Section 3: Risk Management

Risk Management refers to the process of identifying risk, assessing risk, and taking steps to reduce
risk to an acceptable level. A risk management process must be implemented to assess the acceptable
risk to agency IT systems as part of a risk-based approach used to determine adequate security for
the system. Agencies shall analyze threats and vulnerabilities and select appropriate, cost-effective
controls to achieve and maintain a level of acceptable risk. Agencies will define a schedule for on-
going risk management review and evaluation based on the system sensitivity and data classification
of the system. Refer to NIST Special Publication 800-30, Risk Management Guide for Information
Technology for guidance: http://csrc.nist.gov/publications/nistpubs/. A risk management program is
an essential management function and is critical for any agency to successfully implement and
maintain an acceptable level of security.

A successful risk management program is more than a simple checklist of do’s and don’ts, and a few
policies and procedures. It is a proactive, ongoing program of identifying and assessing risk, and
weighing business tradeoffs on acceptable levels of risk against ever changing technologies and
solutions.

Risk management is a well understood and fully documented discipline. A risk management
discipline, like the National Institute of Standards and Technology (NIST) Risk Model, typically
encompasses three processes: assessment, mitigation, and evaluation. It is important to note that
effective risk management may also be two dimensional — process-oriented and relevancy-oriented.

Process-oriented risk management addresses whether the person(s) conducting a risk assessment has
asked the right questions to assess risks adequately within the agency and he/she has an effective
process to ensure conclusions reached in the risk assessment properly translate into a work plan that
can be executed to achieve the needed results.

Relevancy-oriented risk management refers to the importance the person(s) conducting the risk
assessment places on the risks identified to ensure they are relevant to the agency.

Risk assessment is the first process in risk management. Agencies should use risk assessment to
determine the extent of the potential threat and the risk associated with an IT system or an
operational function. Depending upon the complexity and criticality of an agency’s business, the risk
assessment process may encompass up to nine primary steps, which include identification and
evaluation of risks and risk impacts, and recommendation of risk-reducing measures. The output of
this process helps to identify appropriate controls for reducing or eliminating risk during the risk
mitigation process.

Risk mitigation, the second process of risk management, involves prioritizing, evaluating, and
implementing the appropriate risk-reducing controls recommended from the risk assessment process.
Controls are defined as IT processes and technologies designed to close vulnerabilities, maintain
continuity of operation at specified performance levels, and achieve and document compliance with
external and internal policy requirements.

The third process of risk management, evaluation, is ongoing and evolving. Evaluation emphasizes
the good practice to develop an effective risk management program within the agency’s information
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security program. Not only should the risk management program engage changes to existing

systems, but should also integrate into the agency’s operational functions, as well as the System
Development Life Cycle (SDLC) for new systems and applications.

Important Resources
http://csrc.nist.gov/publications/PubsSPs.html
NIST Special Publication 800-100 Information Security Handbook: A Guide for Managers

Version 1.0


http://csrc.nist.gov/publications/PubsSPs.html

State IT Security Program Standard

Section 4. System Certification and Accreditation

Security accreditation is the official management decision given by a senior agency official to
authorize operation of an information system and to explicitly accept the risk to agency operations,
agency assets, or individuals based on the implementation of an agreed-upon set of security controls.
The senior agency official should have the authority to oversee the budget and business operations of
the information system. Security accreditation provides a form of quality control and challenges
managers and technical staffs at all levels to implement the most effective security controls possible
in an information system, given mission requirements, technical constraints, operational constraints,
and cost/schedule constraints. By accrediting an information system, an agency official accepts
responsibility for the security of the system and is fully accountable for any adverse impacts to the
agency if a breach of security occurs. Thus, responsibility and accountability are core principles that
characterize security accreditation.

The assessment of risk and the development of system security plans are two important activities in
an agency’s information security program that directly support security accreditation. Risk
assessments influence the development of the security controls for information systems and generate
much of the information needed for the associated system security plans. Risk assessments can be
accomplished in a variety of ways depending on the specific needs of the agency. Some agencies
may choose to assess risk informally. Other agencies may choose to employ a more formal and
structured approach. In either case, the assessment of risk is a process that should be incorporated
into the system development life cycle. At a minimum, documentation should be produced that
describes the process employed and the results obtained. System security plans provide an overview
of the information security requirements and describe the security controls in place or planned for
meeting those requirements. System security plans can include as references or attachments, other
important security-related documents (e.g., risk assessments, contingency plans, incident response
plans, security awareness and training plans, information system rules of behavior, configuration
management plans, security configuration checklists, privacy impact assessments, system
interconnection agreements) produced as part of an agency’s information security program.

In addition to risk assessments and system security plans, security assessments play an important
role in security accreditation. It is essential that agency officials have the most complete, accurate
and trustworthy information possible on the security status of their information systems in order to
make timely, credible, risk-based decisions on whether to authorize operation of those systems. The
information and supporting evidence needed for security accreditation is developed during a detailed
security review of an information system, typically referred to as security certification. Security
certification is a comprehensive assessment of the management, operational, and technical security
controls in an information system, made in support of security accreditation, to determine the extent
to which the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system. The results of a security
certification are used to reassess the risks and update the system security plan, thus providing the
factual basis for an authorizing official to render a security accreditation decision.

By accrediting an information system, an agency official accepts the risks associated with operating
the system and the associated implications on agency operations, agency assets, or individuals.
Completing a security accreditation ensures that an information system will be operated with
appropriate management review, that there is ongoing monitoring of security controls, and that
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reaccreditation occurs periodically in accordance with federal or agency policy and whenever there
is a significant change to the system or its operational environment.

Important Resources;
http://doit.maryland.qgov/support/Documents/security gquidelines/it security ca overview.pdf
Introduction to the State of Maryland IT Security Certification and Accreditation Guidelines;

http://doit.maryland.gov/support/Documents/security quidelines/it security ca quidelines.pdf
State of Maryland IT Security Certification and Accreditation Guidelines;
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Section 5: Systems Development Life Cycle

Agencies should ensure that security is an integral part of information systems, which include
operating systems, infrastructure, applications and off-the-shelf products, services, and user-
developed applications. Security requirements should be identified and agreed upon prior to the
development and/or implementation of information systems and documented as part of the overall
business case. The requirements must also ensure compliance with any applicable laws, regulations,
statutes, or state policies (e.g., HIPAA, PCI Standards, etc.). Security should be considered and
designed in from the beginning and during the entire system development lifecycle.

Best Practices

e Implement requirements for ensuring authenticity and protecting message integrity in
applications.

e Implement the use of encryption (cryptographic) measures to protect confidential or sensitive
information and protect encryption keys from modification, loss and destruction.

e Implement input and output data validation checks to ensure data is correct and appropriate.

e Implement processes to control the installation of software on operating systems.

» Implement procedures to select, protect, and control test data. Do not use test data in a
production environment or use production data in a test environment without careful
consideration.

e Limit access to program source code and place source code in a secure environment.

e Implement change control procedures to minimize the corruption of information systems.

e Limit modifications to vendor-supplied software packages.

e When outsourcing software development, consider contractual language for licensing
arrangements, code ownership, quality and security functionality, testing to detect malicious
code, and escrow arrangements in the event of third party failure.

Important Resources
https://buildsecurityin.us-cert.gov/daisy/bsi/home.html
U. S. Department of Homeland Security — Build Security In Home

http://csrc.nist.gov/publications/PubsSPs.html
NIST SP 800-55 Security Metrics Guide for Information Technology Systems
NIST SP 800-44 Guidelines for Securing Public Web Servers
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Section 6: Disaster Recovery Planning

Agencies shall develop, implement, and test an IT Disaster Recovery plan for each critical system to
ensure that contingency procedures will be available in the event of a disaster resulting in the loss of
services from the primary production system. Creation, maintenance, and annual testing of a plan
will minimize the impact of recovery and loss of information assets caused by events ranging from a
single disruption of business to a disaster. Planning and testing provides a foundation for a
systematic and orderly resumption of all computing services within an agency when disaster strikes.

Important Resources
http://doit.maryland.gov/support/Pages/SecurityDisasterRecovery.aspx
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Section 7: Security Awareness

A key component to assure that users understand their role and responsibility for information security is
through an ongoing awareness program. An effective program ensures employees and contractors know
about information security and privacy relative to their job responsibilities. A good awareness program
promotes the agency’s existing policies, standards, and practices.

A successful security awareness program should target various groups (such as employees and
contractors, IT staff, or managers and supervisors) with information pertinent to their respective roles.
Most users would be interested in awareness material addressing Internet use, email, and handling
confidential information. Technical support personnel would be more focused on access control, anti-
virus, and patch management administration. The executives would be more interested in the benefits of
enabling business through information security, risk management, and business continuity.

Agencies shall develop and implement a security awareness program.
Best Practices

e Promote security awareness using techniques such as: posters, email messages, formal
instruction, web-based instruction, videos, newsletters, and security awareness days.

e Ensure all users sign confidential and acceptable use statements.

e Train all users to quickly identify threats, and how to respond to security incidents.

e Inform all users about agency policies and procedures.

e Regularly review and update training content to reflect changes to the agency’s environment.

Important Resources
http://doit.maryland.gov/support/Pages/Security Awareness.aspx
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Section 8¢ Communications and Operations
Management

System communications protection refers to the key elements used to assure data and systems are
available, and exhibit the confidentiality and integrity expected by owners and users to conduct their
business. The appropriate level of security applied to the information and systems is based on the
classification and criticality of the information and the business processes that use it.

The key elements of system and communications protection are backup protection, denial of service
protection, boundary protection, use of validated cryptography (encryption), public access
protection, and protection from malicious code. Although the elements are described in terms of the
technologies needed and/or used for system and communication protection it is really the processes
that administer and monitor the technologies that assure the required level of security.

Operations management refers to implementing appropriate controls and protections on hardware,
software, and resources; maintaining appropriate auditing and monitoring; and evaluating system
threats and vulnerabilities. As always, it is a balance of these types of controls against business
requirements, cost, efficiency, and effectiveness.

Operations management covers information technology assets throughout their lifecycle. Thus, it is
greater than the cost of just purchasing assets, and includes all ongoing maintenance, security,
monitoring and problem resolution. The overall goal of operations management is to lower the total
cost of ownership of all organizational devices, from enterprise servers to mobile devices attached to
the network, while keeping the environment secure.

Proper operations management safeguards all of the organization’s computing resources from loss or
compromise, including main storage, storage media (e.g., tape, disk, and optical devices),
communications software and hardware, processing equipment, standalone computers, and printers.
The method of protection used should not make working within the agency’s computing
environment an onerous task, nor should it be so flexible that it cannot adequately control excesses.
Ideally, it should obtain a balance between these extremes, as dictated by the agency’s specific
business needs.

This balance depends, at least in part, on two items. One is the value of the data, which may be
stated in terms of intrinsic value or monetary value. Intrinsic value is determined by the
information’s criticality and sensitivity — for example, health- and personal-related information may
have a high intrinsic value. The monetary value is the potential financial or physical losses that
would occur should the information be breached or violated. The second item is the ongoing
business need for the information, which is particularly relevant when continuous availability (i.e.,
round-the-clock processing) is required.

Best Practices

e Implement cryptographic solutions (encryption) when the confidentiality or sensitivity of
information must be maintained while a message is in transit between computing devices and
when confidential or sensitive information is stored in a file or database.

12
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e Deploy and routinely update appropriate anti-virus, anti-spyware and file extension blocking
solutions at the gateway entry points and on the desktop and server systems to prevent these
systems from being compromised.

e Ensure a firewall or other boundary protection mechanism is in place and has the ability to
evaluate (1) source and destination network addresses, and (2) determine the validity of the
service requested.

e Deploy appropriate Intrusion Detection System and Intrusion Prevention System (IDS/IPS)
solutions at the correct network location(s) and monitor to detect when the agency is under
attack so an effective detection and defense strategy can be deployed.

e Implement an appropriate change management process to ensure changes to systems are
controlled.

e Provide for separation of duties by assigning tasks to different personnel, preventing one
person from having total control of the security measures.

» Establish procedures to implement an agreed backup policy and strategy, including the extent
(e.q., full or differential/incremental), frequency, offsite storage, testing, physical and
environmental protection, restoration, and encryption.

e Secure certain internal data and systems (Accounting and Human Resources, for instance)
from other data and systems on the networks.

« Do not place confidential or sensitive data on any application servers, database servers, or
infrastructure components that require direct access from the Internet. Components that meet
these criteria must be placed behind a de-militarized zone (DMZ) where they are not
accessible from the Internet and can only interact with DMZ components through a firewall.

= Establish appropriate procedures to protect documents, computer media, information/data,
and system documentation from unauthorized disclosure, modification, removal, and
destruction, including suitable measures to properly dispose of media when it is no longer
needed.

e Establish procedures and standards to protect information and physical media containing
information in transit, including using facsimile machines, exchange agreements between the
agency and external parties, transportation of physical media, and monitoring (e.g., audit
logging, monitoring system use.)

e Implement appropriate levels of security monitoring including intrusion detection,
penetration testing, and violation analysis.

« Perform reviews of audit trails on a regular basis to alert an agency to inappropriate practices.

e Ensure preventive or detection controls are in place to decrease or identify the threat of
unintentional errors or unauthorized users accessing the system and modifying data.

e Implement appropriate retention policies as dictated by the agency's policies, standards, legal
and business rules.

e Implement appropriate documentation such as security policies and procedures, business
contingency plans, disaster recovery plans, and incident response plans, including a plan for
cyber attacks, such as a denial of service attack.

Important Resources
http://csrc.nist.gov/publications/PubsSPs.html
NIST SP 800-12 An Introduction to Computer Security: The NIST Handbook
NIST SP 800-41 Guidelines on Firewalls and Firewall Policy
NIST SP 800-45 Guidelines for Electronic Mail Security
NIST SP 800-83 Guide to Malware Incident Prevention and Handling
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Section 9: Access Control

Access control ensures that system resources are only available to users who are entitled to them.
The objective is to prevent unauthorized disclosure of the agency’s information assets. Key
components include identification, authentication, and authorization. These components apply to
people, process, and technology devices.

Identification is the process for establishing who someone or what something claims to be. The
identity may be a person, a program, a computer or data.

Authentication is the process of confirming the accuracy of the claimed identity. Typical
authentication methods include passwords, fixed IP addresses, security tokens, smart cards,
biometrics, and secret information known only to the person.

Authorization describes the process of granting privileges based on an authenticated identity.
Examples of the authorization process include signed access control forms for new employees,
signed contracts between entities granting information rights, or assignment to a specific group or
role. The access rights to the information are then programmed or entered into the security system
via an access list, directory entry, or view tables, for example, so the authorization rules can be
enforced.

Best Practices

e Establish formal procedures for the owners, or owner designee, of the data to authorize
access to information systems and services that use their data.

e Audit access level rights at regular intervals.

e Monitor and audit system access and use.

e Ensure the security system can identify and verify the identification and, if necessary, the
location of each authorized user.

e Apply access method of “least privilege” where access to, or the flow of information, is only
granted to the extent necessary to get the job done.

e Authenticate individuals and technology components consistent with acceptable risk levels
determined by the information owners.

e Use logon banners to display a general security notice and acceptance of use conditions.

e Remove access upon employee termination or when the need no longer exists.

= Establish password standards such as minimum length requirements with a combination of
characters and numbers, and appropriate periodic password aging.

» Restrict connection time to appropriate business hours.

« Initiate automatic logout or protected screen savers by the system after a specific period of
inactivity.
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Section 10: Information Security Critical Incident
Management

Information Security Critical Incident Management refers to the processes and procedures agencies
implement for identifying, responding to, and managing information security incidents. A critical
incident is one that can shut down business, disrupt operations, cause physical damage; or that can
threaten the agency’s financial or public image. Examples of critical incidents could include activity
such as:

e Unwanted disruption or denial of service

e The unauthorized use of a system for the processing or storage of data

» Changes to system hardware, firmware, or software characteristics without the owner's
knowledge, instruction, or consent

Development, documentation, and implementation of an information security incident response plan
provide the framework for an agency to proactively manage incidents when they occur. Agencies
shall be required to detect, track, log and report critical security incidents. The speed with which an
agency can recognize, analyze, and respond to an incident will limit the damage and lower the cost
of recovery. The term damage means “impairment to the integrity or availability of data, a program,
a system or information”. Agencies should report critical incidents to the DolT Service Desk (410)
260-7778 or ServiceDesk@dolT.state.md.us Appendix A contains the Computer Security Critical
Incident Handling Form.
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Section 11: Compliance

The head of each agency is responsible for compliance with and enforcement of this policy. Agency
Chiefs of Information Officers, or the agency’s delegated Information Technology professional, shall
develop and implement an Agency IT Security Program to implement this policy and these standards.
Where the agency’s IT Security Program is unable to comply with this policy, a timetable to resolve the
discrepancies and controls for compliance shall be included. The controls shall include but are not
limited to:

e Maintaining the confidentiality, integrity, availability, and accountability of all State information
technology applications and services;

e Protecting information according to its sensitivity, criticality and value, regardless of the media
on which it is stored or automated systems that process it, or the methods by which it is
distributed,

e Ensuring that risks to information security are identified and controls implemented to mitigate
these risks;

» Implementing processes to ensure that all security services meet the minimum requirements set
forth in this policy and the attached standards;

e Ensuring that all employees and contractors understand and comply with this Policy, as well as
all applicable laws and regulations

« Implementing physical security controls to prevent unauthorized and/or illegal access, misuse,
destruction or theft of the State’s IT assets
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Appendix A: Computer Security Critical Incident Handling
Form

Critical Incident Identification Date

Incident Detector’s Information:
Name:

Title:

Phone:

Fax:

E-mail:

Agency:
Address:

Date and Time Detected:

Type of Incident Detected:

Denial of Service Unauthorized Use Unauthorized Access Malicious Code
Probe Other

How was the incident discovered?

Additional Information:

Detector’s Signature:
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Maryland State Board of Elections
Optical Scan Voting System Oral Presentation

Instructions for Oral Presentations — SBE-2010-02
Somewhere County, MD

The following information is being provided to all Offerors to allow them to prepare full and complete
proposals in response to the solicitation. Offerors should be prepared to follow the plan and schedule.
Exact dates will be provided after proposals have been submitted.

Instructions — Precinct Count Optical Scan.

Election Setup: All Offerors must setup two “fully functional” precincts, with one voting unit in
each precinct, and one early voting center. For oral presentation purposes a single unit with
interchangeable election storage media is permitted. The voting unit(s) must be equipped with
the appropriate ballot receptacle that is to be used in a polling place (e.g. ballot bin).

One precinct shall be prepared for a Primary election, and the other for a General election — see
the follow pages for the required ballot content. Offerors shall pre print 250 Ballots and one
complete test deck for each precinct and election. The same ballots can be used for the early
vote center. For the primary election, there should be 100 Democratic Party Ballots, 100
Republican Party Ballots and 50 Non-Partisan Ballots.

Prior to the presentation, the Offerors shall set up the Primary and General Elections including
the names of the candidates on their Election Management System (EMS). The EMS system
may be running on a laptop or desktop computer, but the offeror must supply detailed
configuration information, including hardware and any third party software, of the proposed EMS
system.

The Procurement Officer will notify Offerors of the required specific setup and take down
schedule.

Instructions — Central Count Optical Scan.

Election Setup: All Offerors must setup a “fully functional” absentee and provisional ballot
system, for an entire county for both a Primary and General Election. For oral presentation
purposes a single unit with interchangeable election storage media is permitted. If applicable,
the optical scanner must be equipped with the appropriate ballot receptacle.

All Offerors shall pre-print 500 absentee ballots (For the Primary there should be 200
Democratic Party, 200 Republican Party and 100 Non Partisan Ballots), for each election, across
the ballot styles defined on the following pages. In addition, each offeror shall print one
complete test deck for each election, and supply any other material needed. The Procurement
Officer will notify Offerors of the required specific setup and take down schedule

Prior to the presentation, the Offerors shall set up the Primary and General Elections including
the names of the candidates on their Election Management System (EMS). The EMS system
may be running on a laptop or desktop computer, but the offeror must supply detailed
configuration information, including hardware and any third party software, of the proposed EMS
system.
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Note: In both cases above, the ballots should not be precinct specific; there should be no precinct
identification on the ballot. Maryland law does not permit the counting of Absentee and Provisional
ballots by precinct, those ballots must be counted cumulatively.

Oral Presentation Requirements
All Offerors will be required show the following at the Oral Presentation:

e Load Elections into Election Management System, describing the necessary steps to input
districts, precincts, candidates, questions and all other necessary election data.

» Show loading of election data onto voting units.

e Performance of pre-election logic and accuracy tests

e Opening the polls

e Casting votes, including overvotes, undervotes blank votes and write in votes.

e Demonstrate system accommodations for voters with disabilities.

e Close the polls

e Print results reports and audit reports from voting units.

e Transfer results to the election management system.

e Print results reports and audit reports from election management system, demonstrating
results formats, including web compatible formats.

e Demonstrate early voting capability.

» Demonstrate Absentee and Provisional voting capability (using central count scanner).
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Somewhere County, Maryland

Somewhere County contains Congressional Districts (CD) 3 and 5, House of Delegate Districts or Sub-
Districts (HD) 1A, 1B, 7, and 9, County Commissioners (CC) Districts A and B and Board of Education
(BE) District 4. The county is divided into 6 precincts.

The breakdown of districts by precinct is as follows:

e Precinctl: CD3,HD1A, CCA&B

e Precinct2: CD3,HD1B,CCA&B,BE4
e Precinct3: CD3,HD7,CCA&B,BE4
e Precinct4: CD5 HD1A,CCA&B

e Precinct5: CD5,HD1B,CCA&B

e Precinct6: CD5 HD9,CCA&B

In addition to the six precincts, there is one early voting center where voters from any precinct may cast
their ballot.

For the Primary Election, candidate names shall appear in alphabetic order, by last name, under each
office title. For the General Election, candidate names shall appear in the order shown. Ballots must
be arranged in compliance with Sections 9-206 - 9-215 of the Election Law article of the Annotated
Code of Maryland.

House of Delegates District 1 is split into 2 sub-districts (1A, 1B). Sub-district 1A elects 1
representative, sub-district 1B elects 2 representatives.

House of Delegates District 7 elects 3 representatives at-large. They are listed on the ballot in a single
race (i.e. Vote for 3) but multiple voting for the same candidate is not allowed.

House of Delegates District 9 elects representatives by county of residence. Not more than 1
representative can be elected from any 1 county. 5 counties make up District 9 (Cecil, Kent, Queen
Anne's, Caroline and Talbot). The county of residence for each candidate must be listed on the ballot.

There are 2 County Commissioners Districts (A and B). All voters in the county may vote for the 2
Commissioner Districts. Each County Commissioner District elects 1 representative.

Board of Education District 4 appears in only Precincts 2 and 3. While the ‘vote for’ in the primaries
reflect a vote for 2, 4 candidates will move on to the general election because it is a non-partisan
election.

Referendums may be held in a single precinct, any combination of precincts or in the county at-large.

The county holds both primary and general elections. The primary is a closed primary (i.e. a voter is
only allowed to view the ballot for the primary in which they are voting.) Party affiliation is indicated on
the ballot in the general election. Board of Education candidates are non-partisan and appear on
Democratic, Republican and Non-Partisan primary ballots. Write-ins are allowed only in the general
election, the number of write-ins permitted is equal to the ‘Vote for’ number.

3 (REVISED 08/04/2009)



ATTACHMENT Y

Maryland State Board of Elections
Optical Scan Voting System Oral Presentation

Somewhere County, Maryland
Maryland Oral Presentation

Districts and Precincts

HD-1B HD-7
CD-3 HD-1A BE-4 BE-4
CCA&B CCA&B CCA&B
PRECINCT1 | PRECINCT2 | PRECINCT3
CD-5 HD-1A HD-1B HD-9
CCA&B CCA&B CCA&B
PRECINCT4 | PRECINCT5 | PRECINCT6
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Somewhere County, Maryland
Maryland Oral Presentation

Elected Offices

In the Maryland Oral Presentation election in Somewhere County, the following races and ballots
guestions are included.

e PRESIDENT OF THE UNITED STATES (Primary Election office title)
e PRESIDENT AND VICE PRESIDENT OF THE UNITED STATES (General Election office title)
e REPRESENTATIVE IN CONGRESS, DISTRICT 3

e REPRESENTATIVE IN CONGRESS, DISTRICT 5

e HOUSE OF DELEGATES, SUB-DISTRICT 1A

e HOUSE OF DELEGATES, SUB-DISTRICT 1B

e HOUSE OF DELEGATES, DISTRICT 7

e HOUSE OF DELEGATES, DISTRICT 9

e COUNTY COMMISSIONERS, DISTRICT A

e COUNTY COMMISSIONERS, DISTRICT B

< BOARD OF EDUCATION, DISTRICT 4

e BALLOT QUESTIONS 1, 2 AND 3 (General Election only)
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Somewhere County, Maryland
Maryland Oral Presentation

The following candidates and issues are included in the General Election for the Maryland Oral
Presentation.

PRESIDENT AND VICE PRESIDENT OF THE UNITED STATES - VOTE FOR ONE

Kim A. Adams (Missouri) DEMOCRATIC
Gregorf/\r\llickson (Mississippi) DEMOCRATIC
Richard S. Black (Tennessee) REPUBLICAN
Robertp,g;lin Vennik (Arkansas) REPUBLICAN
Tom Doolin, Jr. (Indiana) GREEN
And

Roger Meyers (West Virginia) GREEN

Samuel Adams (California) LIBERTARIAN
Donnaﬁ\/r.ui/ogel (South Carolina) LIBERTARIAN
Christopher Jeffery (Indiana) CONSTITUTION
HarveyAFT.dPetty (Florida) CONSTITUTION

REPRESENTATIVE IN CONGRESS, DISTRICT 3 VOTE FOR ONE

Ronald Hall DEMOCRATIC
Ron Holley REPUBLICAN

Paul Luther LIBERTARIAN
Brenda Luke-Johansson UNAFFILATED

REPRESENTATIVE IN CONGRESS, DISTRICT 5 VOTE FOR ONE

Ben McDonald DEMOCRATIC
Carol M. Parton REPUBLICAN
lona Sheffy Peekman GREEN

Joseph "Joe" Merck LIBERTARIAN
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ATTACHMENT Y

HOUSE OF DELEGATES, DISTRICT 1A - VOTE FOR ONE

Anthony Donnelly DEMOCRATIC
Steven Roberts REPUBLICAN

HOUSE OF DELEGATES, DISTRICT 1B - VOTE FOR TWO

Kevin O’Kelly DEMOCRATIC
Kelly Mahoney DEMOCRATIC
Richard DiSirena REPUBLICAN
Samuel del Marco REPUBLICAN

HOUSE OF DELEGATES, DISTRICT 7 - VOTE FOR THREE

Mary-Dulaney Baldwin DEMOCRATIC
MaryAnne Michelle Sophocleus DEMOCRATIC
William Jonathan Valderama, Sr. DEMOCRATIC
Donna Ebert REPUBLICAN
Rick Ford REPUBLICAN
Robert R. Sullivan REPUBLICAN
Donald H. Brown GREEN
Jody S. Clark UNAFFILIATED
HOUSE OF DELEGATES, DISTRICT 9 - VOTE FOR THREE - NOT MORE THAN ONE FROM ANY
ONE COUNTY
Malcom MacDonald (Caroline County) DEMOCRATIC
Robert A. McKee (Cecil County) DEMOCRATIC
Kenneth Krantz (Kent County) REPUBLICAN
Neil Drew (Queen Anne's County) REPUBLICAN
Gary Armbruster (Talbot County) DEMOCRATIC
Emily P. Munster (Talbot County) REPUBLICAN

COUNTY COMMISSIONERS, DISTRICT A - VOTE FOR ONE

Charles X. Maxey DEMOCRATIC
Peter Wood REPUBLICAN
Rushton Frush UNAFFILIATED

COUNTY COMMISSIONERS, DISTRICT B - VOTE FOR ONE

Leon G. Lowenstein DEMOCRATIC

Milton C. Curtis REPUBLICAN
BOARD OF EDUCATION, DISTRICT 4 - VOTE FOR FOUR

George Bardfield (Unopposed)

Todd Bell (Unopposed)

Chris Townsend (Unopposed)

Shirley Ashworth Vine (Unopposed)
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BALLOT QUESTION NO. 1 - County Wide

Question No. 1
Constitutional Amendment
Election and Terms of Office for the Board of County Commissioners

Excepts the Board of County Commissioners from the constitutional requirements that all State
and county elections be held only in every fourth year on a particular data and that all State and county
officers hold four-year terms, in order to allow staggered terms with elections held every second year.

For the Constitutional Amendment

Against the Constitutional Amendment
BALLOT QUESTION NO 2 - County Wide

Question No. 2
Countywide Referendum
Neighborhood Renewal Authority

Expressly authorizes the County to acquire and develop or dispose of property within certain
described areas (Essex Middle River Waterfront areas, the Yorkway area in Dundalk, and the Liberty
Road area) for declared public neighborhood renewal purposes by amending a public local law;
designates specific properties eligible for acquisition by eminent domain following the adoption of an
implementation plan; requires the County to pay the owner just compensation for property acquired by
eminent domain and to offer financial assistance and payments to displaced property owners or
tenants; authorizes the County to sell properties acquired by eminent domain only if investment in the
property equals or exceeds the purchase price paid by the County; and terminates the granted eminent
domain powers on July 1, 2012.

For the Referendum

Against the Referendum
BALLOT QUESTION NO. 3 - Precincts 1 and 6 only

Question No. 3

Straw Poll
Method of Selecting Board of Education Members

Do you favor changing the method of selection of the members of the County Board Of Education from
District 1 from appointment by the Governor to election by the voters of District 1?

For the Straw Poll

Against the Straw Poll

8 (REVISED 08/04/2009)



ATTACHMENT Y

Maryland State Board of Elections
Optical Scan Voting System Oral Presentation

Somewhere County, Maryland
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Democratic Primary

The following candidates and issues are included in the Democratic Primary Election for the Maryland
Oral Presentation.

PRESIDENT OF THE UNITED STATES - VOTE FOR ONE

Colin Snead (District of Columbia)
Jewel Sexton-MacDougal (Texas)
Eugene William White, Jr. (Nevada)
Kim A. Adams (Missouri)

David Van Day, Jr. (Maryland)

HOUSE OF REPRENTATIVES, DISTRICT 3 -VOTE FOR ONE

Robert Hunter
Wyatt McShells
Ronald Hall
Donald Hall

HOUSE OF REPRESENTATIVES, DISTRICT 5 -VOTE FOR ONE
Lane Martin-Jackson
Michael "Mick" Jagger
Hodge Matrtin
Ben McDonald
HOUSE OF DELEGATES, SUB-DISTRICT 1A - VOTE FOR ONE

Anthony Donnelly
Sheila Oliver

HOUSE OF DELEGATES, DISTRICT 1B - VOTE FOR TWO
Kevin Kelly
Kevin O'Kelly
Kelly Mahoney
HOUSE OF DELEGATES, DISTRICT 7 - VOTE FOR THREE
William Johnathan Valderama, Sr.
Sabrina Wentworth
Mary-Dulany Baldwin
MaryAnne Michelle Sophocleus
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HOUSE OF DELEGATES, DISTRICT 9 - VOTE FOR THREE — NO MORE THAN ONE FROM ANY
ONE COUNTY

Robert A. McKee (Cecil County) (Unopposed)
Malcolm MacDonald (Caroline County)

Sarah Mack (Caroline County)

Gary Armbruster (Talbot County) (Unopposed)

COUNTY COMMISSIONERS, DISTRICT A - VOTE FOR ONE

Charles X. Maxey
Susie M. Cronos
Michael M. Mason, Jr.
James J. Mantas

COUNTY COMMISSIONERS, DISTRICT B - VOTE FOR ONE
Gail Smith-Lord
Todd David Writtle
Sharon Danbury
Leon G. Lowenstein

BOARD OF EDUCATION, DISTRICT 4 - VOTE FOR TWO
George Bardfield
Todd Bell

Chris Townsend
Shirley Ashworth Vine
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Somewhere County, Maryland
Maryland Oral Presentation
Republican Primary

The following candidates and issues are included in the Republican Primary Election for the Maryland
Oral Presentation.

PRESIDENT OF THE UNITED STATES - VOTE FOR ONE

Franklin Bogers (Alaska)

Donald S. Sanders (Pennsylvania)
Kent Sager Blackwell (Texas)
Richard S. Black (Tennessee)

REPRESENTATIVE IN CONGRESS, DISTRICT 3 - VOTE FOR ONE

Franklin P. Smith

Joan Sims

Jewel Samantha Sears
Ron Holley

REPRESENTATIVE IN CONGRESS, DISTRICT 5 -VOTE FOR ONE

Dennis T. Foster
Warren W. George
Wayne Watson George
Carol M. Parton

HOUSE OF DELEGATES, DISTRICT 1A - VOTE FOR ONE

Steven Roberts
Stephen Robertson

HOUSE OF DELEGATES, DISTRICT 1B - VOTE FOR TWO

Richard DiSirena (Unopposed)
Samuel del Marco (Unopposed)

HOUSE OF DELEGATES, DISTRICT 7 - VOTE FOR THREE
Rick Ford (Unopposed)

Robert S. Sullivan (Unopposed)
Donna Ebert (Unopposed)

11 (REVISED 03/09/2009)



ATTACHMENT Y

Maryland State Board of Elections
Optical Scan Voting System Oral Presentation

HOUSE OF DELEGATES, DISTRICT 9 - VOTE FOR THREE — NOT MORE THAN ONE FROM ANY
ONE COUNTY

Neil Drew (Queen Anne’s County)
Peter Vaughan (Queen Anne’s County)
Sarah Jennings (Cecil County)

David Eidson (Kent County)

Kenneth Krantz (Kent County)

Emily P. Munster (Talbot County)

COUNTY COMMISSIONER, DISTRICT A - VOTE FOR ONE

Peter Wood
Timothy P. Agusta
Sherri Proctor
Bob Segar

COUNTY COMMISSIONER, DISTRICT B - VOTE FOR ONE

Ruthie Goldenstein
Janie van Holster
Madison T. Carter

M. Milton Carter-Jackson

BOARD OF EDUCATION, DISTRICT 4 - VOTE FOR TWO
George Bardfield
Todd Bell

Chris Townsend
Shirley Ashworth Vine
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Non-Partisan Primary

The following candidates and issues are included in the Non-partisan Primary Election for the Maryland
Oral Presentation.

BOARD OF EDUCATION, DISTRICT 4 - VOTE FOR TWO

George Bardfield
Todd Bell

Chris Townsend
Shirley Ashworth Vine
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